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This listing of claims will replace all prior versions, and listings, of claims in the application: • ■ 

Listing of Claims: 

1. (Canceled) 

2. (Currently Amended) A method of operating a data-processing device with an integrated 
circuit comprising a central processing unit (CPU) and one or more co-processors, in 
which the integrated circuit performs cryptographic operation s, the method comprising: 
characteriz e d i n 4 h st~in performing a-cryptographic operations in the integrated circuit at 
least two processors, CPU and co-processors, perform a-cryptographic operations 
simultaneously and in parallel, characterized in tha t wherein ealy the cryptographic 
operations of at least o ne processor, CPU or co-processor,-4s-a are useful operations 
and a l l othor the cryptographic operations performed bv at least one other p rocessor. 
CPU or co-processor, a re dummy operations whose results are rejecte d, and 
consumption characteristics of the data-processing device being a superimposition of 
consumption characteristics associated with performing both useful and rejected 
cryptographic operations, whereby reconstruction of the consumption characteristics 
associated with performing any of the useful cryptographic operations is impeded . 

3. (Currently Amended) A method as claimed in claim 2, characterized in that wherein t he 
selection as to which processor, CPU or co-processor, performs a useful operation is 
random-controlled. 

4. f Currently Amended^ A method as claimed in claim 2, of operating 0 data processing 
dcvico w i th an integrated circuit compris i ng - a control processing unit (CPU) and ,on e or 
moro oo processors, in which tho integrated circuit performs cryptographic operations 
oharactor i god -i n that in performing a cryptographic op o rat io n in the i ntegrated circuit, at 
Icaot two process ore, CPU and co procoGcora, perform a cryptograph i c operation 
fi i mnttnnoniJGly and in paral l e l, ohnmctorisod in that -wherein a cryptographic operation is 
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split up into at least two sub-operations and 4 n that at least two processors perform at 
least one sub-operation in parallel and simultaneously with at least one dummy 
operation whooc results aro rojocted . 

5. (Canceled) 

6. (Previously Presented) A method as claimed in claim 4, characterized in that the 
selection as to which processor performs the at least one sub-operation in parallel and 
simultaneously with at least one dummy operation is random-controlled. 

7. (Currently Amended) A method of oporoting a data proooooing device w i th a« 
i ntogratod circuit comprising o bontra l processing unit (CPU) and one or more oo 
processors, in which tho integrated c i rcuit porformo cryptographic op e ration s 
characterized i n that in performing a cryptographic operation i n the integrated circuit, at 

- — - Hoast two proooGGorc, CPU and oo - proooosoro, perform q cryptograph i c oporotion 

s i multaneous l y and i n paral l el characterized i n that a cryptographic operation is oplit up 
i nto at least two cub operations, and at least one sub operat i on is perform ed 
simultaneously and in para ll e l with ot least ono dummy oporotion by tho proooGooro, 
CPU and co - procossors, whi le- as claimed in claim 4. wherein s ubsequently 
corresponding sub-results from the respective sub-operations a re combined end tho at 
l oact ono dummy operat i on rooults arc rejected to an overall result of the overall 
cryptographic operation. 

8. (Original) A method as claimed in claim 7, characterized in that the split-up of the 
cryptographic operation into sub-operations is random-controlled. 

9. (Previously Presented) A method as claimed in claim 7, characterized in that the sub- 
operations are parts of an encryption in accordance with Data Encryption Standard 
(DES). 
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* 10. (Currently Amended) A data-processing device with an integrated circuit comprising: a 
central processing unit (CPU) and one or more co-processors, charact e rizod in that'tho 
integrated c i rcu i t comprises a control unit which controls the p rocessors, CPU and co- 
processors in ouch a way^ so that, in the case of a cryptographic operation, at least two 
proocGoof p of the CPU and co-processors perform a cryptographic operation 
simultaneously and in parallel with at teast one dummy operation, t whereby 
consumption characteristics associated with performing the respective cryptographic 
and dummy operations are superimposed so that reconstruction of the consumption 
characteristics associated with performing the cryptographic operation is impeded. 

11. (Currently Amended) A data-processing device as claimed in claim 1 0, charactorinod in 
thetwberein the control unit comprises a splitter which splits t^a cryptographic operation 

into-at leasttwo-sub-operationSs-and at least one- of the - sub-operations, and-^t leastone _ 

dummy operation is supplied for simultaneous processing to two separate p rocessors of 
the integrated c i rcuit, CPU and co-processors. 

12. (Currently Amended) A data-processing device as claimed in claim 1 1 , charactoriz e d -i n 
tha t wherein the control unit further comprises a recombiner which recombtnes each 
sub-result of the sub-operations simultaneously performed by the CPU and co- 
processors and the at least one dummy operation results. are rejected to an overall result 
of the overall cryptographic operation. 

13. (Currently Amended) A data-processing device as claimed in claim 12. wfth-an 
• integrated circuit comprising a c e ntral processing unit (CPU) and one or more oo 
processors, characterized i n that the integrat e d - oirouit comprises a - control unit whioh 
contro l s tho processors, CPU and co - processors in such a way that, in tho caoo of a 
cryptographio operation, at loasttwo processors perform a cryptographic operation 
s i multaneous l y and i n parallel, tho control un i t comprises a splitter whioh splits up a 
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oryptogrophic operation into at l east two sub operationo and supp l i e c them for 
simultan e ous processing to two Goparotc processors of the integrated oircuft, CPU and 
co-pro coosors, the control un i t further compriooo a rccombin e r wh i ch rccombinoc each 
stife- rcsuit of tho oub operationo s i multaneous l y porformod by th e prooooooro , 
charaot e rizod i n that w herein t he splitter i s formed in ouoh a way tha ts plits a 
cryptographic operation, so that at least one sub-operation is a dummy operation^ and m 
fea t wherein the recombiner i s form e d - in such a way that nt-rejects the relevant result of a - 
processor that has performed esuch dummy operation. 

14. (Currently Amended) A data-processing device e f as claimed in claim 13, characterised 
in thnt thn intngmtnri nimurt nririttiona l ly oompriDO D further ComDrisina a random 
generator which is connected to the splitter in ouoh o way sothat i t the splitter operates 

irva-random-controfled -manner — — 

15. (New) A method of performing a cryptographic operation in a data-processing device, 
the data-processing device including at least two processors; the method comprising: 
performing a cryptographic operation in a first processor; performing a second operation 
in a second processor, the second operation being performed simultaneously and in 
parallel with performing the cryptographic operation so that consumption characteristics 
of the data-processing device is a superimposition oif consumption characteristics 
associated with performing the cryptographic operation and consumption characteristics 
associated with performing the second operation; and providing such second operation 
associated with consumption characteristics complementary to consumption 
characteristics associated with the cryptographic operation. 

16. (New) The method of claim 15, wherein consumption characteristics include current 
variations associated with performing an operation. 
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17. (New) The method of claim 15, wherein superimposition of consumption characteristics • 
encrypts temporal fluctuations of current consumption during the cryptographic 
operation. 

18. (New) The method of claim 15, further comprising providing data input relating to the 
cryptographic operation and providing data input relating to the second operation, the 
second operation and the data input to the second operation being provided so that 
performing the second operation using that data input is associated with current 
variations that are complementary to the current variations associated with performing 
the cryptographic operation using its data input. 

19. (New) The method of claim 18, wherein the cryptographic operation and the second 
operation are the same, and the data input to the cryptographic operation is a key, and 

the-data input to the second operation is a second key formulated so as to result in- said 

complementary current variation. 

20. (New) The method of claim 1 8, wherein the data input to the cryptographic operation is a 
key, and the data input to the second operation is the same key, and the second 
operation is provided so as to result, responsive to the key, in said complementary 
current variation. 

21. (New) The method of claim 15, further comprising splitting a cryptographic operation to 
form sub-operations, a first such sub-operation being the cryptographic operation and a 
second such sub-operation being the second operation, such that performing such sub- 
operations simultaneously and in parallel compensates for asymmetries. 

22. (New) The method of claim 15, wherein the second operation comprises a second 
cryptographic operation, and further comprising using the results from performing the 
second operation. 
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23. (New) The method of claim 15, further comprising splitting a cryptographic operation to * 
form the cryptographic operation and the second operation, and further comprising using 
the results from performing both such operations. 

24. (New) The method of claim 15, further comprising rejecting the results from performing 
the second operation. 

25. (New) The method of claim 15, further comprising randomly controlling selection of the 
processor that performs the cryptographic operation. 

26. (New) The method of claim 25, further comprising randomly controlling selection of the 
processor that performs the second operation. 

27. (New} The method of daim 15, further comprising providing superimposition of 
consumption characteristics such that reconstruction, of consumption characteristics 

j associated with the cryptographic operation is impeded in the frequency -space 

28. (New) The method of claim 15, wherein consumption characteristics include one or more 
of poweri current, temperature, or other indirect radiation associated with performing an 
operation. 
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